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Abstract— Feature Selection (FS) plays a crucial role in 

reducing data dimensionality, particularly in the context of 

Intrusion Detection (ID) with its large datasets and data imbalance 

challenges. Genetic Algorithm (GA) is a common choice for FS, 

but it suffers from slow and premature convergence to suboptimal 

solutions, mainly due to its limited exploitation capability, leading 

to diminished performance. This study introduces an improved 

GA-based FS technique along with a more promising machine 

learning algorithm designed to address data imbalance. 

Benchmark datasets from the Security Knowledge Discovery 

Dataset (NLS-KDD) are utilized to assess the proposed model, 

which demonstrates superior performance in terms of F1-score, 

precision, and recall when compared to the existing system, albeit 

with a slight advantage for the existing system in performance 

accuracy and execution time. 

Keywords—Fog computing, Intrusion detection system, genetic 

algorithm, AdaBoost. 

I. INTRODUCTION  

The rise in network attacks, driven by increased internet 

usage, is a major concern in cybersecurity [1]. Intrusion 

Detection Systems (IDS) play a crucial role in network security 

by identifying and preventing intrusions to safeguard network 

availability, integrity, and confidentiality [2]. Fog computing 

supplements cloud computing to offer low-latency services and 

local processing, making it vital to ensure network 

communication legitimacy on fog devices [3][4]. 

Research on Intrusion Detection (ID) in fog computing often 

employs machine learning, deep learning, and ensemble-based 

detection techniques [5]. Metaheuristic algorithms, such as 

Genetic Algorithm (GA), are used to address real-world issues 

in various fields [6]. These algorithms balance exploitation and 

exploration and can be single-solution or population-based [7]. 

GA, based on genetic and evolutionary concepts, uses 

chromosome representation and biologically inspired operators 

[8][9]. 

However, GA faces issues like slow convergence to 

suboptimal solutions due to its weak exploitation. Researchers 

have proposed various mutation operators, including scramble 

and bit flipping mutations, to strengthen GA's exploitation 

ability.  

 

 

Scramble mutation shuffles a subset of genes in the solution 

vector but can disrupt population quality. Bit flipping mutation 

randomly flips a gene but may not guarantee significant 

improvements, especially for large-scale problems. To enhance 

GA's exploitation ability in feature selection, a hybrid of 

scramble and bit flipping mutations is proposed. 

II. BACKGROUND 

This section gives a summary of the study's major concepts 

and discusses recent literal works that use those terms, such as 

imbalance data, genetic algorithm, intrusion detection system 

and adaboost. 

A. Imbalance data 

Data imbalance occurs when certain class variables have 

significantly fewer instances compared to others, leading to 

inaccurate model representations in classification [10][11]. 

This issue is common in various fields, such as environmental 

data, fraud detection, network intrusion detection, and medical 

diagnostics [12]. To address data imbalance, two main 

approaches are used: algorithm-driven and data-driven methods 

[12]. 

1) Data-Driven Approach 

Data-driven approaches, such as resampling techniques, aim 

to balance class distribution in imbalanced datasets [10]. 

Under-sampling randomly removes majority class examples, 

potentially losing crucial information, while random 

oversampling replicates minority class instances, risking 

classifier overfitting and increased computational costs [10] [13] 

2) Algorithm Driven Approach 

This method, described by [10], adjusts classification 

algorithms to better handle imbalanced data for minority classes. 

It employs cost-sensitive learning, where higher costs are 

imposed on classifiers for misclassifications, particularly 

crucial in sensitive areas like medical diagnostics. Thresholding 

techniques address class misclassification issues 

algorithmically. Additionally, hybrid methods, such as 

ensemble learning, specifically AdaBoost, combine classifiers 

to reduce variance and enhance prediction accuracy.   
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AdaBoost, as outlined by [13], involves up and down sampling 

combinations with dynamically adjusted weights for 

misclassified instances to improve overall classifier 

performance. 

B. Intrusion Detection System(IDS) 

An Intrusion Detection System (IDS) is a software tool that 

monitors a network for malicious activities and policy 

violations. It automatically detects and classifies intrusions, 

attacks, or security policy breaches at both the network and host 

levels [14]. Intrusion detection is categorized into host-based 

(HIDS) and network-based (NIDS) systems, with NIDS 

focusing on network behavior analysis using network 

equipment like switches and routers, while HIDS evaluates 

information on single or multiple host systems [14] [15]. The 

four basic types of attacks are, denial of service, probe, user to 

remote, and user to root attacks. 

C. Dimentionality Reduction 

Dimensionality reduction (DR) is a preprocessing step 

focused on reducing training time and enhancing learning 

accuracy by eliminating noise [16]. DR includes two main types: 

feature extraction and feature selection [16] [17]. 

D. Feature Selection 

Feature selection (FS) involves choosing the most crucial 

features from available data for tasks like classification, 

regression, or clustering [18]. FS offers several benefits, 

including reduced data size, enhanced classification accuracy, 

minimized storage space, and decreased computational/training 

time by simplifying variable understanding [19]. Overall, FS 

has the potential to improve performance, readability, and 

interpretability of models, particularly when dealing with large 

feature sets or aiming for a generalized model [20]. 

E. Wrapper method 

The wrapper method selects feature subsets using a 

predefined learning algorithm, evaluating the model's error rate 

on a test set. The chosen subset, with the highest score, is 

selected, but this method is computationally intensive. The 

sequential approach, commonly used in wrapper techniques, 

involves starting with a blank or full set and incrementally 

adding or removing features until termination requirements are 

met. Sequential Backward Selection (SBS) removes irrelevant 

features from a full set, while Sequential Forward Selection 

(SFS) adds features sequentially based on relevance [21]. 

F. Metaheuristic Algorithms 

[22] formally defined a metaheuristic as an iterative process 

guiding a subordinate heuristic to explore (Diversification) and 

exploit (Intensification) a search space by merging various 

ideas. Metaheuristics, broad algorithmic frameworks, employ 

learning processes to quickly identify near-optimal solutions 

for various optimization problems with minimal modifications 

[23]. Balancing intensification and diversification, 

metaheuristic algorithms provide fast and effective solutions 

for NP-hard issues with numerous variables and non-linear 

objectives [24]. 

G. Genetic Algorithm 

Genetic Algorithm (GA), inspired by natural selection, is a 

population-based optimization method employing survival-of-

the-fittest principles [25]. GA involves key elements like 

chromosome representation, selection, crossover, mutation, and 

fitness function calculation. Selection, a crucial aspect, 

determines which strings participate in reproduction, 

influencing the convergence rate; common methods include 

roulette wheel, rank, tournament, boltzmann, and stochastic 

universal sampling. Crossover combines genetic material from 

parents to generate offspring, employing operators like single-

point, two-point, k-point, uniform, and others. Mutation 

introduces randomness by altering gene values, preventing 

identical solutions and avoiding local optima. Popular mutation 

operators include displacement, simple inversion, and 

scrambling. Termination strategies, crucial for ending the 

search, include a predetermined number of generations, 

fulfillment of minimum criteria, and plateau recognition [26] 

[27] [28]. 

H. Ensemble 

Ensemble learning, a crucial branch of machine learning [29], 

addresses classification problems by combining multiple weak 

classifiers into a robust classifier, enhancing generalizability 

and robustness compared to using a single estimator [30]. The 

key concept is leveraging the limitations of individual weak 

classifiers by merging them to create a powerful and stable 

classifier. In ensemble learning algorithms like Boosting, weak 

classifiers in the first type, such as Boosting, have mutual 

dependencies, while in the second type, like Bagging and 

Random Forest, weak classifiers are independent [31]. 

Boosting involves training weak classifiers sequentially, 

adjusting sample distribution based on previous results, and 

combining the weights of these classifiers to generate a strong 

classifier after a specified number of iterations [31]. 

I. AdaBoost 

Introduced by [32], the Adaboost algorithm is a powerful 

ensemble learning method that enhances diagnostic accuracy 

with unbalanced datasets. It sequentially trains weak classifiers, 

adjusting data distribution by assigning equal weights initially 

and updating weights based on classification accuracy in each 

iteration. The final model is a linear combination of base 

learners weighted by their individual performance [33] [34] [35] 

[36]. 

J. Related Works 

Fog computing as a fast-developing research field has so far 

increased the devotion of some researchers considering its low 

cost, performance, and accuracy in processing data in low 

latency. So far, some scholarly work has been documented in 

this work. [37] a detailed investigation was done into a number 

of machines learning techniques, including Decision Tree, 

KNN, Random Forest, and others, as well as how machine 

learning-based intrusion detection tactics at the fog layer might 

detect anomalies or attacks. [38] proposed an Intrusion 

Detection System based on a decision tree, the technique not 

only recognizes four types of attack but also makes twenty-two 
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types of attacks detectable, the IDS system primarily consists 

of three parts: data preprocessing, data normalization, and 

decision tree detection. However, the problem of imbalanced 

data has not been addressed in any of these steps. [39] also 

proposed a set of anomaly detection algorithms for fog 

environments that categorize IoT traffic as either normal or 

malicious, and then send that traffic to the cloud for malicious 

attack mitigation, in comparison to an existing centralized deep 

learning system, this method can handle scaled data by 

resolving the class imbalance issue, the detection accuracy of 

each class for multiclass classification may be increased. Other 

works carried on in the same vein include that of [40] that 

proposed a method (Auto-If) for ID using autoencoder (AE) 

and isolation forest (IF) for the fog environment, this method 

only focuses on binary classification and treats each dataset 

characteristic as equally significant. [1] designed a genetic 

algorithm-based feature selection and Naïve Bayes for anomaly 

detection in a fog computing environment which much 

emphasis wasn’t given to address the issue of imbalanced data, 

as a result, the model can be biased to the classification of the 

attack, though their results recorded 99.73% accuracy, with a 

false positive as low as 0.6%.  

Ensemble methods are a subset of machine learning 

algorithms that have piqued the scientific community's 

curiosity. This curiosity is well-deserved, as ensemble learning 

techniques have shown to be quite powerful and quite useful in 

a range of applications. As a result, various intrusion detection 

algorithms based on ensemble learning have been adopted. [42] 

employed a Bayesian network and random tree as two basic 

classification approaches to tackle the difficulty of an 

unbalanced data sample. The authors provide a new intrusion 

dataset, the KDDcup99 dataset, which is used to evaluate the 

proposed ensemble model. Artificially enlarging the dataset 

through label-preserving modifications is the simplest and most 

frequent strategy for overcoming restricted datasets and 

reducing over-fitting of deep learning models for picture 

classification.  A semi-supervised version of Adaboost, one of 

the most useful ensemble-based algorithms, was used to detect 

network anomalies [42]. [35] propose PwAdaBoost, a possible 

world-based AdaBoost method. According to the authors, the 

provided method is can manage various kinds of uncertain data 

and, as a result, it may be utilized in order to handle ambiguity 

in intrusion analysis. In [43] introduced an adaptive ensemble 

machine learning method that has been used to identify network 

assaults including DoS, Probe, U2R, and R2L. To increase 

classification accuracy, several classifiers, including decision 

trees, random forests, KNNs, and deep neural networks (DNNs), 

have been implemented. The results of the simulations reveal 

that the suggested technique outperforms other learning 

algorithms. To obtain high classification accuracy. [44] apply 

the AdaBoost algorithm for fault diagnosis. The suggested 

AdaBoost-based classification approach has good fault 

diagnostic accuracy, according to simulation findings [45] 

suggest using the AdaBoost algorithm for detecting low-rate 

denial of service (LDoS) attacks in communication networks, 

an enhanced version of the AdaBoost method called MF-

Adaboost is developed and implemented by the authors for that 

reason, as well as define a set of network traffic aspects that are 

the most useful classification features. The simulation results 

suggest that the proposed strategy is effective in detecting 

LDoS assaults.  

III. METHODOLOGY 

In this section, we describe the research method utilized in 

the study. It provides information on the parameters and 

settings used in the proposed technique, the benchmark datasets, 

the system specification, the hybrid method and the 

experimental designs. 

A. Dataset Description  

In this analysis, the NSL-KDD benchmark dataset is used by 

the proposed model as evaluation data. This dataset has been 

utilized as a standard dataset by numerous researchers in the 

field of IDS. It uses three different sets of data: the entire dataset, 

the 20% of entire dataset for training, and the full KDD testing 

dataset. A set of 41 attributes and a label classifying each 

record-specific attack or normal are used to define each 

instance. Tables I and II show, respectively, the total number of 

normal and attack cases in each fold of testing and training data. 

TABLE I.  NUMBER OF ATTACK CASES IN THE TRAINING DATASET 

Types of attack Number of records 

Normal 67343 

DoS 45927 

Probe 11656 

R2L 995 

U2R 52 

Total 125973 

TABLE II.  NUMBER OF ATTACK CASES IN THE TRAINING DATASET 

Types of attack Number of records 

Normal 9711 

DoS 7456 

Probe 2421 

R2L 2756 

U2R 200 

Total 22544 

B. Proposed Techique 

In scramble mutation, a subset of genes is selected from the 

solution vector (must not be contiguous) and their 

corresponding values are shuffled or scrambled randomly. 

Although the scramble mutation affects large number of genes 

which makes it most suitable for large scale problems 

introducing exploration, it has the tendency of causing 

disturbance in the population leading to deterioration of 

solution quality in some problems.  

In the bit flipping mutation, a random gene is selected from 

the solution vector base on some probability and is flipped i.e., 

from 0 to 1 and vice versa, with the aim of creating different 

solutions with new genes differing from those in the parents. 

Although the bit flipping mutation has proven to be effective 

offering exploitation, there is no guarantee of significant 

improvement and is not practical or sufficient when applied to 

large scale problem. 
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Therefore, we propose to create a hybrid of the scramble and 

bit flipping mutations to improve on the exploitation ability of 

GA in avoiding slow and premature convergence to suboptimal 

solutions in feature selection problem. The working of the 

proposed hybrid method is as follows: 

1: For mutation, apply scramble mutation operator. After 

applying scramble mutation operator, two new solution vectors 

are generated say 𝐶1 and 𝐶2. 
2: Fitness values of the generated solution vectors 𝐶1 and 𝐶2 

are calculated 

3: If fitness of either solution vector deteriorates or fails to 

improve, select a random bit (gene) based on some probability 

from the initial subset of genes selected in (1) and flip. 

4: Re-calculate the fitness value of the newly created solutions 

say 𝐶1bf and 𝐶2bf after bit flipping. 

5: If fitness of either 𝐶1bf and 𝐶2bf is better than 𝐶1 and 𝐶2, 

replace solution vectors with new solution, 

6: Else, return to initial population. 

Algorithm 1, and Figure 1 depicts the proposed hybridization  

Fig. 1. Flow chart of the proposed Hybridization 

 

C. Classifier (AdaBoost)  

The AdaBoost algorithm selects m groups of training data 

at random from the sample space, initializes the test data 

distribution weight 𝐷1 = 1 𝑚⁄ , and obtains the first base 

classifier h1 using the initial data distribution; the tth base 

classifier is constructed iteratively, utilize the classifier's 

overall prediction error 𝜀𝑡, and discover a zero solution for the 

exponential loss function's ℓexp(𝛽𝑡|𝐷𝑡) partial derivative (2) to 

determine the classifier's weight 𝛽𝑡.  

𝑒𝑡 = ∑ 𝐷𝑖𝑖 (𝑖)  (𝑖𝑓 ℎ𝑡 (𝑥𝑖) ≠ 𝑦𝑖)   

 (1) 

𝛿𝑙 (𝛽𝑡|𝐷𝑡)

𝛿𝛽𝑡
= −𝑒−𝛽𝑡  (1 − 𝜀𝑡) + 𝑒𝛽𝑡 𝜀𝑡   (2) 

𝛽𝑡 =
1

2
ln(

1−𝑒𝑡

𝑒𝑡
)      (3) 

Using the pertinent parameters learned during the 𝑡𝑡ℎ base 

classifier training, adjust the weights of the test data 𝐷𝑡+1 for 

the 𝑡 + 1𝑡ℎ  iteration, The normalizing factor is 𝛽𝑡 , 𝑦𝑖  

represents the actual classification outcome, 𝑦𝑖
𝑡 represents the 

tth base classifier's predicted classification results. 

𝐷𝑡+1 (𝑖) =
𝐷𝑡(𝑖)

𝛽𝑡
∗ exp (−𝛽𝑡𝑦𝑖𝑦𝑖

𝑡)  (4) 

Greater weight is given to the fundamental classifier with a 

low classification error rate, and a lower weight value is 

assigned to the basic classifier with a high classification error 

rate. Following that, the linear combination based on T base 

classifiers is obtained. 

𝑓(𝑥) = ∑ 𝛽𝑡ℎ𝑡(𝑥)𝑇
𝑡=1     (5) 

On the basis of linear combination, the sign function is 

transformed to get the result of strong classifier. 

𝐻(𝑥) = 𝑠𝑖𝑔𝑛(𝑓(𝑥)) = 𝑠𝑖𝑔𝑛(∑ 𝛽𝑡ℎ𝑡(𝑥)𝑇
𝑡=1 ) (6) 
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D. Evaluation Metrics 

On the basis of what is known as the confusion matrix, some 

metrics are used to assess the performance of classification 

models. The matrix is N x N, where N is the total number of 

target values (classes), and it displays the proportion of accurate 

and inaccurate predictions made by the predictive model in 

relation to the data's actual results. Among the entries in the 

confusion matrix are True positive (TP) the number of instances 

that were both truly positive and predicted by the classifier, 

True negative (TN) the number of instances that were expected 

to be negative and actually turned out to be negative, False 

positive (FP) the number of occurrences where a result was 

projected to be negative but turned out to be positive, False 

negative (FN) the number of occurrences where a result was 

projected to be positive but turned out to be negative. 

Accuracy, precision, recall, F1-score, and execution time 

are used as performance metrics in this study. These metrics are 

defined as follows: 

1) Accuracy: is the percentage of total predictions that 

were accurate is known as accuracy. The following 

formula can be used to obtain accuracy: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃∗𝑇𝑁

𝑇𝑃∗𝑇𝑁∗𝐹𝑃∗𝐹𝑁
  (7) 

2) Precision (P): Is the number of pertinent instances 

among the discovered instances. 

The following formula can be used to calculate R: 
 

Fig. 2. Model Framework 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
     (8) 

3) Recall (R): Is the percentage of relevant occurrences 

that have been found over all relevant instances. 

The following formula can be used to calculate R: 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
  (9) 

4) F1 score is a harmonic mean of precision and recall, 

which represents the class’s weighted average in terms 

of accuracy and can be obtained using the following 

formula: 

𝐹1 𝑠𝑐𝑜𝑟𝑒 =
2𝑃𝑅

𝑃+𝑅
    (10) 

5) The excution time of the suggested method is contain

ed in the computation time t of the IDS detection algo

rithm. 

E. Experimental Setup 

All the experiments were carried out on a PC with an Intel(R) 

Core TM i5-2410M CPU running at 2.4 GHz with 4.00 GB of 

RAM, and 64-bit Windows 10. The experiment was conducted 

using the Python programming language in a Jupyter notebook.  

F. Model Building 

As part of the first step of the wrapper feature selection 

strategy, the Genetic Algorithm (GA), a random selection 

method as indicated in Algorithm 3.3, has been used as a feature 

search algorithm during the data pre-processing and training 

phases of the proposed model. GA is a type of random search 

that is effective in finding huge search areas, which is often 

essential in feature selection. 
Additionally, GAs does a global search as opposed to a local 

or greedy search, unlike many other search algorithms. The 

core idea is to evolve a population of individuals, each of whom 

could be a potential answer to a particular problem. 

Reproduction, crossover, and mutation are the three main 

operators in a genetic algorithm [1]. 

An initial population of potential solutions is seeded 

randomly by the genetic algorithm. The chromosomal genes are  

represented by bits, characters, or numbers depending on the 

nature and characteristics of the NSL-KKD dataset. On the 

basis of their fitness function, individuals are then assessed. 

Following that, the entire population is subjected to the 

selection and recombination operators, each with a probability 
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of 0.6, in order to discover fresh approaches in the search space. 

The solutions are then improved by random modification using 

the scramble and bit flipping mutation operators, which has a 
probability of 0.033. As demonstrated in Algorithm 1, at the 

conclusion of the dimension reduction, the NSL-features 

dataset was reduced to 17. The wrapper technique needs a 

classification algorithm, to assess how well the feature subset 

performs. The AdaptiveBoost classifier is used in this study to 

accomplish both of these goals, as well as to categorize the 

attacks using the chosen features. Figure 2 depicts the operation 

of the proposed model. 

IV. RESULTS AND DISCUSSION 

The experiment was conducted on a subset and entire of the 

world-renowned reference point dataset NSL-KDD, which 

housed 25,192 cases of 41 features, and in addition to the basic 

type of class label, four additional attack types known as 

Probing, DoS, R2L, and U2R. Because k-fold cross-validation 

is a well-known method for carrying out any classification 

system because it reduces the possibility of developing an over-

fitted classification model, all of the experiments were carried 

out using k-fold cross-validation. 

A. The model performance 

In this experiment, the performance of the model was 

investigated using some selected hyperparameters.  

TABLE III.  SELECTED HYPERPARAMETERS FOR THE EXPERIMENT 

Learning _rate 0.6 

n_ estimator 1000 

Random _state 42 

Base _estimator Decision Tree 

The model recorded the best accuracy with a score of 

accuracy, precision, recall, F1-score, and time taken with scores 

of 99.72%, 99.70%, 99.74%, 99.69%, and 28sec respectively 

which is almost the same as the result obtained from our base 

work in terms of accuracy. However, recorded the best F1-score 

of 99.69% which is higher than that of our base work as can be 

seen in Table IV below. 

TABLE IV.  PERFORMANCE OF THE PROPOSED SYSTEM SUBSET DATASET 

Measure 20% of NLS-KDD 

Accuracy 99.72 

Precision 99.70 

Recall 99.74 

F1-Score 99.69 

Time Taken (sec) 28 

 

 

 

 

 

 

B. Discussion 

The results obtained from the experiment above, the 

proposed model has beaten the existing model in terms of f1-

score and precision, according to the findings shown in Table 

IV. The capacity of the model to use the improved GA to escape 

the local optima is what makes it perform better than the 

existing model. In comparison to the existing model, the 

proposed model chooses fewer features while maintaining a 

higher classification accuracy. As depicted in Figure 3. 

It is worth pointing out that even though the proposed model 

failed to achieve the best execution time, it was able to obtain a 

comparative result in comparison to three of the evaluation 

metrics which include F1-score, accuracy, and precision. figure 

4 depicts the execution time. 

 

Fig. 4. Comparison of execution time of the proposed 

V. CONCLUSION AND FUTURE RESEARCH DIRECTIONS 

In this research work, our focus was on Genetic Algorithms 

(GA) for feature selection problems and addressing data 

imbalance. This involved developing an updated GA that 

reduces the number of features while maximizing classification 

accuracy, taking into account the features that significantly 

 

 

Fig. 3. Comparison of the performance metric of the proposed versus 

existing system 
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contribute to better classification. Subsequently, a series of 

experiments were conducted to determine the optimal 

parameters values. The hyperparameters were adjusted 

manually, considering experimentation results and domain 

knowledge. The proposed model achieved an impressive F1-

score of 99.69%, outperforming existing models. The selected 

hyperparameters included a learning rate of 0.6 and 

n_estimators set to 1000. It can be concluded that the proposed 

solutions prove to be strong contenders for tackling imbalanced 

and feature selection problems. 

For future work and direction, the proposed model can be 

further investigated using various types of datasets. 

Furthermore, different classifiers, in addition to AdaBoost, can 

be experimented with to assess their performance. Additionally, 

exploring other techniques for addressing imbalanced problems 

may lead to a reduction in the execution time of our model. 
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